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North America blackout, 2003 Toyota’s ETCS bugs, 2009-11 OpenSSL Heartbleed Bug, 2014
(> 10 deaths) (> 80 deaths) ($500 million loss)

Tesla/Uber Autopilot Crashes, Boeing 737 MAX crashs, 2018-19 Ethereum Blockchain Bugs, 2018
2016-19 (5 deaths) (346 deaths) (> $600 million loss)
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Figure 1. Theoretical model of suspension bridge.

Hirai’s research on lateral torsional buckling of suspension bridge starts at the Equation 1.

d'n d'n d’y d’
El—-2H,— -2l —5+—M S by =0
2 G G Mo (s (G0
d/] dl] H,b*\d’n d’y
=2 M—--EC, GK + —bh,—5—8,pbp* =0
— BstollAe| Lukxol Hau e o B [ s

Where, 1] and ¢ mean main girder’s buckling displacement in vertical and torsional






lnn’l-
nd
o
-~
[72]
°
(]
£
=)
s
©
£
b
(]
LL
S~~~
B
~N

My

I.

10
gl

SHESI0] ZHE
M|(Formal Specification): ZFEf A|AR MA0f CHSE A

#lof/

F

MY

==
S S

44

Uk

| 2M FCQF M9

43

A2

(Formal Analysis): B8

i
HE

10



7|8 Hofel W)

@2 721 AzEof
e 7 e 7
x -
7|1= Calculus Logic
o J o -/
e 7 e M
ol Mechanics Computational M
N J N He |
e ~ - 714
a5t Structural Engineering Software Engines
o J o -/
e 7 e M
JHer Bridge Construction Software Develop
& J & J

11



Z7Id HE Mzl (1)

= Model-based development
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= ISO/IEC 15408 Evaluation Assurance Levels

HotEM  J|sEM & A 23
EAL 4  informal informal informal informal
EAL 5 formal semi-formal semi-formal informal
EAL 6 formal semi-formal semi-formal semi-formal informal
EAL 7 formal formal formal semi-formal informal
Verified formal formal formal formal
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// Inc // Dec // Reset
while (true) { while (true) { while (true) {
if (x < 200) if (x > 0) if (x == 200)
x = x + 1; x = x - 1; x = 0;
¥ } }
» HE: W x= 24 012 200AH029] 22 7HK[=7F?

- of|el o|gL?
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// Inc // Dec // Reset
while (true) { while (true) { while (true) {
if (x < 200) if (x > 0) if (x == 200)
X = x + 1; x = x - 1; x = 0;
¥ } }
» HIAEQ 023 7t5st RE 422 £ 13{5l= HIAE?
§9f =01 CH Wt el
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DHAZS| ElE (1981)

“The task of proof construction is in general quite
tedious and a good deal of ingenuity may be required to
organize the proof in a manageable fashion. We argue
that proof construction is unnecessary in the case of
finite state concurrent systems and can be replaced by a
model-theoretic approach which will mechanically

determine if the system meets a specification expressed

Edmund Clarke E. Allen Emerson

in propositional temporal logic.”

= 2007E%= ACM Turing Award : Edmund Clarke, E. Allen Emerson, Joseph Sifakis

Clarke, E. M., & Emerson, E. A. (1981, May). Design and synthesis of synchronization skeletons using
branching time temporal logic. In Workshop on logic of programs (pp. 52-71). Springer.
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BHEAZ (Model Checking)

» AARIS| QREXFOE F=T(a
» AIELQ0]/SHESI0] CIXERL,
ZZES CXIRI, AA AE, -
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—

Results

Requirements
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// Inc // Dec // Reset
while (true) { while (true) { while (true) {
if (x < 200) if (x > 0) if (x == 200)
X = x + 1; x =x - 1; x = 0;
} I }
o i
*»E ‘w — dy | — n |
\ N b
X(—X—‘rlg x < 200 X x—1 x>0 xeog x =200
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1.

2.

3.

A AR HA| (system specification)
« DHEIZ 0] (Promela, Simulink, Verilog, ***)
« ZZ2020 104 (C, Java, Haskell, =)

#E5 HE HA| (property specification)

= functional correctness, safety, liveness, fault tolerance, **

Y AS =
= SPIN, CBMC, NuSMV, -

27



avs

E ol 7 1% 01|Ii| NSPK .I.I.EEE AIAE‘“ I:Iik"
g g A B
A.B.{Na.A}px,
my
mo

EHEf3 &
B.A{Na.Ng}px,

A<t HMX|e| Eete=
p[e) Ix'.)
L8

)

)

. M
» A LC (A BY EY
» HMIX]: £ Zhol| =1 Bh= S
= Initiator A 22 » Responder B 2&
1. m B (Ny XE) 1. m 23 (558h
2 my WS (238 Ny TR 2. my B (N HE) | AB e
3. ms B (N, 8ol A QIS ’

3. mz 2 (BB



B S old: NSPK Z2EZ 4E YA

n
g2t

Xt 22! Dolev-Yao Model
- HEYA A DE MK EH L T2 .
. 2olo| ZyK7|2 osatE oMK 255t \
- XIZVHK| 2SS 19 HE2 HMK| A iy T
5t (255}El) DMK SA Danny Dolev  Andrew Yao

- AR} CIZ LES CAlsA QISEIX| 2

Ls =

29



CHalai M 2153k= HEfol =8 7tsstot?

o

30



t

» XSS

& 80|

. 221

10

3]
Klo

- AAR/HE BH SE0IN 2F 1S 5

31



MAM T2 S (Revisited)

= Model-based development
= Simulink, AADL, Modelica 5 222 =72 AZEY0| /e, 24 Y A= XI5 4d
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int main(void){
int x = 0;
return (x = 1) + (x = 2);

[}

85



- 28tH ojn|7x0| Ho| 0|

2 o[0|7} Fo|7t £[0{0F &

ol

36



Rewriting Logic ¥ Maude

= Rewriting logic

= term rewritingO|2h= Erath =2|H A&l S3510f SAIGof tist 3% 27 FHo

» Maude (http://maude.cs.illinois.edu)
= rewriting logic 7[HFe| A[AR HA| 0] B A&t =72
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http://maude.cs.illinois.edu

Maude2| 23

= 2| ™Al Hl 3 AlZ20]M Vts

= CRFeH R 210{2| 2|0] Fo| 7ts

SAMM BEH: actors, process calculi, Petri nets, -
J2jY 10{: C, Java, JavaScript, Scheme, Python, -
C|Xtel 2104: Verilog, ABEL, AADL, Ptolemy II, Orc, -
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Rewriting Logic & Maude A2 Al

» EAAAH Z2EZ I ATRE

= |ETF multicast protocols, wireless sensor network algorithms, -

= Cloud transaction systems: Apache Cassandra, Google’s Megastore, ZooKeeper, -
n ZZ272H3 210§

= C, Java, JVM, Scheme, Ethereum smart contracts,

= Verilog, NASA Plan Execution Language (Plexil), AADL, Ptolemy Il, -
= HOt

» Internet ExplorerOllA| address/status bar spoof attacks 74

» HOtZE2EEZ AHZB =411 Maude-NPA, Tamarin, -

= 7|E}: neuroscience, biological reactions (e.g., Pathway Logic at SRI), -
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Maude E1XIE

« OFY: http://maude.cs.illinois.edu/w/index.php/Maude_Manual_and_Examples

Undergraduate Topics in (omx%

Designing
Reliable
Distributed

Manuel Clavel Francisco Durdn
Steven Eker Patrick Lincoln
Narciso Marti-Oliet José Meseguer
Carolyn Talcott

All About Maude -
A High-Performance
Logical Framework

How 10 Specify, Program and Verify
Systems in Rewriting Logic

Systems

A Formal Methods Approach Based on
Executable Modeling in Maude

@ Springer
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Maude 7|4t ¥

o AlAE MEH: O xjE E
= recursive data types and functions
= [ists, sets, multi-sets, **

= A|AEIO| HEY B3}

= rewrite rule t = t/
« I{E O] THE ¢ S 29| Bigt
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AEx

= G|OJE] gt & MR}

=

Elements H Functions
N +, <, %, ...
Z o =0 oo

lists of numbers

add, first, concat, remove element, sort, ...

stacks pop, push, top, empty?, ...
multisets add, remove, in?, ...
strings substring, concat, ...

binary trees

size, inorder, preorder, isSearchTree, . ..

graphs

hasCycle?, newEdge, ...

- GOJE] 2t U AR S 4N M

3

flio
o

op=
—"
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X At2A= offA|: Xiois

= Operators

= constant 0, unary function s, and binary function +

= 0, 5(0), s(s(0)), -

= Axioms
» Vx(x+0=x)

= VXV (x4 s(x) = s(x +))

= Computation
= 5(0) + s(0) — s(s(0) + 0) — s(s(0))

43



Maude Example: Natural Numbers

fmod PEANO-NAT is

sort Nat .

op 0 : -> Nat .

op s : Nat -> Nat .

op plus : Nat Nat -> Nat .

vars N M : Nat

eq plus(0, M) = M .

eq plus(s(N), M) = s(plus(N, M))
endfm

Declarations are separated by periods (with white spaces before)

= Sorts (i.e., types) are declared with the keywords sort or sorts
= Variables are declared with the keywords var or vars

= Equations are declared with the keyword eq
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Running Maude

$ maude
NEEEEEEEEEr et/
--- Welcome to Maude ---
RN R RN R RENAN
Maude 3.2.2 built: Dec 22 2022 16:26:25
Copyright 1997-2022 SRI International
Wed Feb 8 03:14:40 2023
Maude >
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The reduce Command

Maude> reduce plus(s(s(0)), s(s(s(0))))

reduce in PEANO-NAT : plus(s(s(0)), s(s(s(0))))

rewrites: 3 in Oms cpu (Oms real) (1500000 rewrites/second)
result Nat: s(s(s(s(s(0)))))

» The reduce (simply red) command performs equational rewriting

= All equations are applied from left to right
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Module Importation

fmod TRUTH-VALUES is fmod PEANO-NAT-LESS is
sort Truth . protecting PEANO-NAT
ops tt ff : -> Truth . protecting TRUTH-VALUES
endfm

vars M N : Nat

op less : Nat Nat -> Truth

eq less(0, s(M)) = tt

eq less(M, 0) = ff

eq less(s(M), s(N)) = less(M, N)
endfm

= Modules are imported with protecting, extending, or including.

= Variable declarations are not imported.
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Mix-Fix Notation

fmod PEANO-NAT-MIX is

sort Nat

op 0 : -> Nat
op s : Nat -> Nat
op _+_ : Nat Nat -> Nat [prec 33]

vars N M : Nat

eq 0 + M =M.

eq s(N) + M = s(N + M)
endfm

fmod PEANO-NAT-LESS-MIX is
protecting PEANO-NAT
protecting TRUTH-VALUES
op _<_ : Nat Nat -> Truth [prec 37]
vars M N : Nat
eq 0 < s(M) = tt
eq M < 0 = ff
eq s(M) < s(N) = M <N
endfm

= Arguments of operators can occur anywhere (denoted by _)

= Operator priorities given by precedence attribute
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Conditional Equations

fmod PEANO-NAT-MAX is
protecting PEANO-NAT-LESS-MIX

op max : Nat Nat -> Nat

vars M N : Nat

N if M < N
M if M < N

ceq max(M, N) tt

ff

ceq max (M, N)
endfm

= Conditional equations are declared with the keyword ceq.
(see the manual for more information).
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Built-In Modules

= BOOL

= sort Bool with constants true and false
= Boolean operators, including _and_, _or_, not_

= Logical operators, including _==_ and if_then_else_fi

= sort Nat with symbols 0 and s_
= numbers 0, 1, 2, ***, denote terms s 0, ss0, sss0, -
= usual natural number operations

= INT, RAT, FLOAT, STRING, -

50



Constructors vs. Defined Operators

= Constructors

= define an abstract data type itself
= eg., 0, succ, none, __,

= Defined operators
= define operations of abstract data types

51



Example: Binary Trees (1)

fmod TREE is
protecting INT

sort Tree

op ___ : Tree Int Tree -> Tree [ctor]
op empty : -> Tree [ctor]
endfm

= ctor attributes denote constructors
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Example: Binary Trees (2)

fmod MIRROR is
protecting TREE

op mirror : Tree
vars L R : Tree
var I : Int

eq mirror(L I R)
eq mirror (empty)
endfm

> Tree

mirror(R) I mirror (L)

empty
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Example: Binary Trees (3)

fmod SEARCH is
protecting TREE

op search : Int Tree -> Bool
vars I J : Int
vars L R : Tree

eq search(I, L I R)
eq search(I, L J R)
eq search(I, empty) = false

true

search(I, L) or search(I, R) [owise]

endfm

= equations with the attribute owise are applied “otherwise”
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Subsort Declaration

® subsort s’ < s .

= sort § is included in the sort s.

= Defines partially ordered set of sorts

= each connected component of sort s is denoted by [s].

= Subsort overloading

sorts Nat Int
subsort Nat < Int

op _+_ : Nat Nat -> Nat

op _+_ : Int Int -> Int

55



Example: List (1)

fmod INT-LIST is
protecting INT

sorts IntList NelIntList
subsort NeIntList < IntList

op nil : -> IntList [ctor]

op __ : Int IntList -> IntList [ctor]

op __ : Int IntList -> NeIntList [ctor]
endfm

= subsort NelntList < NeIntList: a nonempty list is also a list

= ctor attributes denote constructors
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Example: List (2)

fmod LENGTH is
protecting INT-LIST

var I : Int
var L : IntList

op length : IntList -> Nat
eq length(I L) = 1 + length(L)
eq length(nil) = 0

endfm
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Example: List (3)

fmod FIRST-LAST is
protecting INT-LIST

var I : Int

var L : IntList

eq first(I L) =1

eq last(I nil) =1I
eq last(I L) = last(L)
endfm

op first : NeIntList -> Nat

op last : NeIntList -> Nat
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Example: List (4)

fmod APPEND is
protecting INT-LIST

var I : Int
vars L1 L2 : IntList

op append : IntList IntList -> IntList
eq append(I L1, L2) = I append(L1l, L2)
eq append(nil, L2) = L2

endfm
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Example: List (5)

fmod REV is
protecting APPEND

var I : Int
var L : IntList

op rev : IntList -> IntList
eq rev(I L) = append(rev(L), I nil)
eq rev(nil) = nil

endfm
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Associativity, Commutativity and ldentity Attributes

= Structural axioms

= combinations of associativity (A), commutativity (C), identity (1)

= can be defined by using attributes of operator declarations

= Example
op _+_ : Int Int -> Int [assoc comm id: O prec 33]
op _*_ : Int Int -> Int [assoc comm id: 1 prec 31]

= ACI attributes are logically equivalent to equations, e.g.,

eq A+ (B+C)=(A+B) +C.
eq A+ B=B+ A . --- not terminating
eq A+ 0 =A .
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Rewriting Modulo ACI Attributes (1)

fmod NAT-SET is var N : Nat . vars S : NatSet
protecting NAT
op _in_ : Nat NatSet -> Bool
sort NatSet . eq N in N S = true
subsort Nat < NatSet . eq N in S = false [owisel
op none : -> NatSet [ctor] . endfm

op __ : NatSet NatSet -> NatSet

[ctor assoc comm id: none]

= subsort Nat < NatSet: numbers are also sets of numbers
= constant none and concatenation operation __ generate sets
= term N S can match any set, where N is any element in the set

= equations with the attribute owise are applied “otherwise”
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Rewriting Modulo ACI Attributes (2)

Maude> red O none 1 none 2 none

reduce in NAT-SET : 0 1 2

rewrites: O in Oms cpu (Oms real) (0 rewrites/second)
result NatSet: 0 1 2

Maude> red 1 in 0 1 2

reduce in NAT-SET : 1 in 0 1 2

rewrites: 1 in Oms cpu (Oms real) (1000000 rewrites/second)
result Bool: true

Maude> red 3 in 0 1 2

reduce in NAT-SET : 3 in 0 1 2

rewrites: 1 in Oms cpu (Oms real) (1000000 rewrites/second)
result Bool: false
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Example: Associative List (1)

fmod ASSOC-INT-LIST is
protecting INT

sorts IntList NelIntList
subsort Int < NelIntList < IntList

op nil : -> IntList [ctor]

op __ : IntList IntList -> IntList [ctor assoc id:

op __ : NelIntList NelIntList -> NelIntList [ctor assoc id:
endfm

nil]
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Example: Associative List (2)

fmod ASSOC-FIRST-LAST is
protecting ASSOC-INT-LIST

var I : Int
var L : IntList

op first : NelIntList -> Nat
eq first(I L) = I

op last : NelIntList -> Nat
eq last(L I) =1
endfm
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Example: Associative List (3)

fmod ASSOC-APPEND is
protecting ASSOC-INT-LIST

var I : Int
vars L1 L2 : IntList

op append : IntList IntList -> IntList
eq append(L1, L2) = L1 L2
endfm
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Example: Associative List (4)

fmod ISORT is

eq insert (I,

eq insert(I,

eq isort(I L)

eq isort(nil)
endfm

op insert : Int IntList

op isort : IntList

protecting ASSOC-INT-LIST

vars I J : Int
var L : IntList

J L)

nil) = I

= insert (I,
= nil

-> IntList

= if I > J then J insert(I,L) else I J L fi

-> IntList

isort (L))
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Example: Associative Lists and Trees

fmod FLATTEN is
protecting ASSOC-INT-LIST
protecting TREE

vars L R : Tree

var I : Int

op flatten : Tree -> IntList
eq flatten(L I R) flatten(L) I flatten(R)
eq flatten(empty) nil

endfm
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Maude 7|4t ¥

o AlAE MEH: O xjE E
= recursive data types and functions
= [ists, sets, multi-sets, **

= A|AEIO| HEY B3}

= rewrite rule t = t/
« I{E O] THE ¢ S 29| Bigt
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Example: Dining Philosophers

= Five philosophers, and five chopsticks on a circular table

= Philosophers are thinking, waiting, or eating

= Need two chopsticks for eating
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Example: Dining Philosophers

= Operators: p, ¢, think, wait, eat, _,_, none,...

(0, think), ¢(0),

E(l,think), c(1),
@\ = p(2, think), c(2),
p(3, think), ¢(3),

p(4, think), c(4)
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Example: Dining Philosophers in Maude (1)

fmod DINING-PHILOS-CONF is
including NAT .
sort Status .
ops think eat : -> Status [ctor]
op wait : Nat -> Status [ctor]

sorts Philo Chopstick .
op p : Nat Status -> Philo [ctor]
op ¢ : Nat -> Chopstick [ctor]

sort Conf
subsorts Philo Chopstick < Conf
op none : -> Conf [ctor]

op _,_ : Conf Conf -> Conf [ctor comm assoc id: none]

eq s s s s s N:Nat = N:Nat
endfm
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Example: Dining Philosophers in Maude (2)

mod DINING-PHILOS is
including DINING-PHILOS-CONF .
vars I J : Nat .

rl [wake]: p(I,think) => p(I,wait(0)) .

crl [grabF]l: p(I,wait(0)), c(J) => p(I,wait(1))
if J==1or J==s(I) .

crl [grabS]: p(I,wait(1)), c(J) => p(I,eat)
if J ==1 or J == s(I) .

rl [stop]: p(I,eat) => p(I,think), c(I), c(s(I)) .
endm

= Rules and equations can be conditional (with crl and ceq).
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The rewrite Command

Maude> rew [11] p(0,think), c(0), p(1,think), c(1),
p(2,think), c(2), p(3,think), c(3),
p(4,think), c(4)
rewrite [11] in DINING-PHILOS : p(0, think),c(0),p(1, think),c(
1),p(2, think),c(2),p(3, think),c(3),c(4),p(4, think)
rewrites: 47 in Oms cpu (Oms real) (540229 rewrites/second)
result Conf: c(2),c(3),c(4),p(0, eat),p(l, think),p(2, think),
p(3, think),p(4, think)

= The rewrite (or simply rew) command executes rewrite rules.
= Compute one possible behavior among many

= A number of rewrite steps can be bounded (e.g., 11).
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The frewrite Command

Maude> frew [11] p(0,think), c(0), p(1,think), c(1),
p(2,think), c(2), p(3,think), c(3),
p(4,think), c(4)
frewrite in DINING-PHILOS : p(0O, think),c(0),p(1, think),c(1),
p(2, think),c(2),p(3, think),c(3),c(4),p(4, think)
rewrites: 76 in Oms cpu (Oms real) (863636 rewrites/second)
result Conf: c(1),c(2),c(3),p(0, wait(0)),p(1, wait(0)),p(2,
wait (0)),p(3, wait(0)),p(4, eat)

= The frewrite (or simply frew) command also executes rewrite rules.

= The frewrite command a depth-first position-fair strategy

= whereas rewrite uses the left-most & outermost strategy
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The search Command

= Search for n states from initial state t
search [n] t =>* pattern such that condition .
= match the search pattern and satisfy the search condition

= explore all possible behaviors by using breadth-first search

= Search for states that cannot be further rewritten by rules

search [n] t =>! pattern such that condition .
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Example (1)

Maude> search [3] p(0,think), c(0), p(1,think), c(1),
p(2,think), c(2), p(3,think), c(3),
p(4,think), c(4)
=>* p(0,eat), p(2,eat), C:Conf

Solution 1 (state 418)
C:Conf --> c(4),p(1, think),p(3, think),p(4, think)

Solution 2 (state 694)
C:Conf --> c(4),p(1, wait(0)),p(3, think),p(4, think)

Solution 3 (state 707)
C:Conf --> c(4),p(1, think),p(3, wait(0)),p(4, think)
Maude >
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Example (2)

Maude> search [1] p(0,think), c(0), p(1,think), c(1),
p(2,think), c(2), p(3,think), c(3), p(4,think), c(4)
=>* p(I,eat), c(J), C:Conf
such that I == s(J)

Solution 1 (state 26)
C:Conf --> c(2),c(3),p(1, think),p(2, think),p(3, think),p(4,

think)
J --> 4
I == ©

Maude> search [1] p(0,think), c(0), p(1,think), c(1),
p(2,think), c(2), p(3,think), c(3), p(4,think), c(4)
=>* p(I,eat), c(J), C:Conf
such that J == s(I)

No solution.
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Example (3)

Maude> search p(0,think), c(0), p(1,think), c(1),
p(2,think), c(2), p(3,think), c(3),
p(4,think), c(4)
=>! C:Conf

Solution 1 (state 1347)

states: 1363 rewrites: 64926 in 24ms cpu (24ms real) (2689226
rewrites/second)

C:Conf --> p(0, wait(1)),p(1, wait(1)),p(2, wait(1)),p(3, wait(
1)) ,p(4, wait (1))

No more solutions.
states: 1363 rewrites: 64954 in 24ms cpu (24ms real) (2682608
rewrites/second)
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Example (4)

Maude> show path 1347

state 0, Conf: c(0),c(1),c(2),c(3),c(4),p(0, think),p(l,
think) ,p(2, think),p(3, think),p(4, think)

===[ rl p(I, think) => p(I, wait(0)) [label wake] . J===>

state 1, Conf: c(0),c(1),c(2),c(3),c(4),p(0, wait(0)),p(1,
think) ,p(2, think),p(3, think),p(4, think)

===[ crl c(J),p(I, wait(0)) => p(I, wait(1)) if J == I or J ==
s I = true [label grabF] . ]===>

state 1249, Conf: c(4),p(0, wait(1)),p(1, wait(1)),p(2, wait(
1)),p(3, wait(1)),p(4, wait(0))

===[ crl c(J),p(I, wait(0)) => p(I, wait(1l)) if J == I or J ==
s I = true [label grabF] . ]===>

state 1347, Conf: p(0, wait(1)),p(1l, wait(1)),p(2, wait(1)),p(
3, wait(1)),p(4, wait (1))
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Concurrent Objects

= Distributed systems

= networked components that collaborate to achieve a certain goal
= WWW, P2P, loT, cloud computing, blockchain, -

= Distributed systems are often modeled using concurrent objects

= each component is an object
= communication by “message passing”
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Concurrent Objects in Maude (1)

= An object of class C is represented as a term

< o:C|atty : vah,...,att, : val, >

= o: the name (or identifier) of the object
= atty,...,att, the names of the attributes (or fields)

= val,...,val, the values of the attributes
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Concurrent Objects in Maude (2)

= A message is a term of sort Msg

= A configuration is a multiset made up of objects and messages.

subsort Object Msg < Configuration .
op none : -> Configuration [ctor]
op __ : Configuration Configuration -> Configuration

[ctor assoc comm id: none]
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= A Person object

< "Edward" : Person | age : 32, status : single >
= A configuration
< "Edward" : Person | age : 32, status : single >
< "Mette" : Person | age : 47, status : married("Rich") >
< "Chrissie" : Person | age : 25, status single >
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The Module Configuration

mod CONFIGURATION is
sorts Attribute AttributeSet
subsort Attribute < AttributeSet
op none : -> AttributeSet [ctor]
op _,_ : AttributeSet AttributeSet -> AttributeSet [ctor assoc comm id: none]

sorts 0id Cid Object Msg Portal Configuration .
subsort Object Msg Portal < Configuration .

op <_:_|_> : 0id Cid AttributeSet -> Object [ctor ...]
op none : -> Configuration [ctor]
op __ : Configuration Configuration -> Configuration
[ctor assoc comm id: none ...]
endm
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mod PERSON is
protecting STRING .
including CONFIGURATION .

sort Person .
subsort Person < Cid . --- class sort

op Person : -> Person [ctor] . --- representative constant

subsort String < 0id .
op age:_ : Nat -> Attribute [ctor]
op status’:_ : Status -> Attribute [ctor]

sort Status .

op single : -> Status [ctor]

ops married engaged : String -> Status [ctor]
endm

» Each class correspond to a sort (with a representative constant).
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Rewrite Rules for Objects

= The dynamics of objects is defined using rewrite rules.
= A rule may involve zero, one, or many objects and messages.

= Objects and messages can be created and/or deleted by a rule.
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Example: Local State Change

= A rule that defines the local state change for a single object.

vars X X' : String . vars N N' : Nat . var S : Status . vars ATTS ATTS' : AttributeSet
crl [birthday] : < X : C:Person | age : N, status : S, ATTS >
=> < X : C:Person | age : N + 1, status : S, ATTS > if N < 999 .
= Example
Maude> rew [3] < "A" : Person | age : 21, status : single >
< "B" : Person | age : 12, status : single > .
result Configuration: < "A" : Person | age : 24,status : single
> < "B" : Person | age : 12,status : single >
Maude> frew [3] < "A" : Person | age : 21, status : single >
< "B" : Person | age : 12, status : single > .
result (sort not calculated): < "A" : Person | age : 23,status
: single > < "B" : Person | age : 13,status : single >
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Example: Synchronous Communication

= More than one object may be involved in a rewrite rule.

crl [engagement]
< X : C:Person | age : N, status : single, ATTS >
< X' : C':Person | age : N', status : single, ATTS' >
=>
< X : C:Person | age : N, status : engaged(X'), ATTS >
< X' : C':Person | age : N', status : engaged(X), ATTS' >
if N > 15 /\ N' > 15 .

= Example

Maude> rew [1] < "A" : Person | age : 35, status : single >
< "B" : Person | age : 36, status : single >
< "C" : Person | age : 29, status : single > .
result Configuration: < "A" : Person | age : 35,status :
engaged("B") > < "B" : Person | age : 36,status : engaged(
"A") > < "C" : Person | age : 29,status : single >
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Example: Creation and Deletion of Objects

= Objects may be “‘removed” or “created” in the right-hand side.

rl [death]

rl [birth]
<X :
< X'
=
<X :
< X'
<X +

: < X : C:Person

C:Person | age :

: C':Person | age :

C:Person | age :

: C':Person | age :

X' : Person | age :

| age : N, status :

N, status :

N, status :

N', status :

N', status :

0, status :

married(X'), ATTS >
married(X), ATTS' >

married(X'), ATTS >
married(X), ATTS' >
single > .

single, ATTS > => none .
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Example: Communication Through Message Passing

= One object can “send” and “receive” a message.

rl

rl

op separate :

[separationInit]

< X : C:Person | age :

< X : C:Person | age :

separate(X')

[acceptSeparation]
separate (X)

< X : C:Person | age :

< X : C:Person | age :

0id -> Msg [ctor]

status :

status :

status :

status :

married(X'), ATTS >

separated(X'), ATTS >

married(X'), ATTS >

separated(X'), ATTS > .
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Public-Key Cryptography

= Each agent A has a public key PKa and a private key PrvKy

= the public key is known to all agents (e.g., by a trusted key server)
= the private key of A is only known by A

= Data m encrypted with key K is denoted by {m}x

s {m}pk, can only be decrypted with PrvKa
= i.e., one can send a secrete message m to A using {m}px,
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The NSPK Authentication Protocol

Message 1. A— B: A.B{N,.A}pk,
Message 2. B— A: B.A{N;.Np}pk,
Message 3. A — B: A.B{Np}pk,

1. A sends the string “A.B.{N,.A}pk,” to B
= B can decrypt the encrypted part using his private key to obtain N,

2. Bsends the string “B.A{N,.Np}px,” to A
= A can decrypt the encrypted part using her private key to obtain N.

3. A sends the string “A.B.{Np}pk,
= A “knows” that B knows N,, and B “knows” that A knows N,
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Modeling NSPK in Maude: Nonces, Keys, and Messages

= nonce(A, i): the i-th nonce generated by A (we abstract from the numerical value)
= pubKey(A): the public key of A

= msg(V, A, B): a message from A to B with content V

» encrypt(T, K): text T encrypt with key K

= Example: A.B{Na.A}px,
= A.B.encrypt(nonce(A,2) . A, pubKey(B))
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Modeling NSPK in Maude: Alice (1)

Initiator
initSessions

nonceCtr

send

recv-and-send

= Initiator: an agent who can initiate a run of the protocol

< A Initiator | initSessions : SESSIONS, nonceCtr : COUNTER >

= COUNTER: the index of the next nonce generated by the object.
= SESSIONS: the set of all “sessions” of the protocol that A participated in.
= notlinitiated(B): want to initiate contact with B but has not yet done so
= initiated(B, N): sent Message 1 to B with nonce N and waiting for Message 2 from B

= trustedConnection(B): established authenticated connection with B. 95



Modeling NSPK in Maude: Alice (2)

= Sending Message 1

rl [send-1]
< A : Initiator | initSessions : notInitiated(B) SESSIONS, nonceCtr : N >
=>

msg(encrypt(nonce(A, N) . A, pubKey(B)), A, B)

< A : Initiator | initSessions : initiated(B,nonce(A,N)) SESSIONS, nonceCtr :

N+ 1>

= Receiving Message 2 and sending Message 3

rl [read-2-send-3]
msg(encrypt (NONCE . NONCE', pubKey(A)), B, A)
< A : Initiator | initSessions : initiated(B,NONCE) SESSIONS >
=>
< A : Initiator | initSessions : trustedConnection(B) SESSIONS >
msg(encrypt (NONCE', pubKey(B)), A, B)
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Modeling NSPK in Maude: Bob (1)

Responder
respSessions

nonceCtr

recv-and-send

recv

= Responder: an agent who responds to an initiator

< B': Responder | respSessions : SESSIONS, nonceCtr : COUNTER >

= COUNTER: the index of the next nonce generated by the object.
= SESSIONS: the set of all “sessions” of the protocol that B participated in.
= responded(A, N): received Message 1 from A and has responded using its nonce N.
= trustedConnection(A): established authenticated connection with A.
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Modeling NSPK in Maude: Bob (2)

= Receiving Message 1 and Sending Message 2

crl [read-1-send-2]

msg(encrypt (NONCE . A), pubKey(B), A, B)

< B : Responder | respSessions : SESSIONS, nonceCtr : N >
=>

msg(encrypt (NONCE . nonce(B,N), pubKey(A)), B, A) if not A in SESSIONS .

< B : Responder | respSessions : responded(A,nonce(B,N)) SESSIONS, nonceCtr :

N+1>

= Receiving Message 3

rl [read-3]

msg(encrypt (NONCE, pubKey(B)), A, B)

< B : Responder | respSessions : responded(A, NONCE) SESSIONS >
=>

< B : Responder | respSessions : trustedConnection(A) SESSIONS > .
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Modeling NSPK in Maude

= InitAndResp: agents that are both initiators and responders

< B: InitAndResp | initSessions : SESSIONS1I,
respSessions : SESSIONS2,
nonceCtr: COUNTER >

= Inherits the rules for initiators and responders
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Executing the NSPK Specification in Maude

Maude> search < "a" : InitAndResp | initSessions : notInitiated("c"),
respSessions : empty, nonceCtr : 1 >
< "Bank" : Responder | respSessions : empty, nonceCtr : 1 >
< "c¢" : InitAndResp | initSessions : notInitiated("Bank") notInitiated("a"),

respSessions : empty, nonceCtr : 1 >

=>! C:Configuration .

Solution 1 (state 442)

C:Configuration -->

< "Bank" : Responder | respSessions : trustedConnection("c"), nonceCtr : 2 >

< "a" : InitAndResp | initSessions : trustedConnection("c"),
respSessions : trustedConnection("c"), nonceCtr : 3 >

< "c" : InitAndResp | initSessions : (trustedConnection("Bank") trustedConnection("a")),
respSessions : trustedConnection("a"), nonceCtr : 4 >

No more solutions.

states: 443 rewrites: 1882 in 7ms cpu (7ms real) (255741 rewrites/second)
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Modeling Intruders: Dolev-Yao Model

Danny Dolev Andrew Yao

= Overhear and/or intercept any messages in the network
= Decrypt messages that are encrypted with its own public key

= Introduce new messages using nonces that the intruder knows

Replay any (encrypted) message it has seen
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Modeling Intruders in Maude: Intercepting Messages

= An intruder intercepts an encrypted message

crl [intercept-but-not-understand]

msg (ENCRMSG, 0', 0)

< I : Intruder | objsSeen : 0S, encrMsgsSeen : MSGS >
=> < I : Intruder | objsSeen : 0S ; O ; 0', encrMsgsSeen : ENCRMSG
if 0=/=1.

s

MSGS >

= An intruder receives a message that can be decrypted

rl [intercept-msg-and-understand]
msg(encrypt (MSG, pubKey(I)), 0, I)
< I : Intruder | objsSeen : 0S, noncesSeen : NSET >
=> < I : Intruder | objsSeen : 0S ; 0 ; get0ids(MSG),
noncesSeen : NSET getNonces(MSG) > .
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Modeling Intruders in Maude: Sending (Fake) Messages

= An intruder sends a message with known encrypted contents

crl [send-encrypted]

msg(encrypt (MSG, pubKey(B)), A, B) if A =/=B .

< I : Intruder | encrMsgsSeen : encrypt(MSG, pubKey(B)) ; MSGS, objsSeen :
=> < I : Intruder | encrMsgsSeen : encrypt(MSG, pubKey(B)) ; MSGS, objsSeen :

A ; 0S >
A ; 0S >

= An intruder may compose any Message 1, Message or Message 3

crl [send-1-fake]
< I : Intruder | objsSeen : A ; B ; 0S, noncesSeen : NONCE NSET >
=> < I : Intruder | objsSeen : A ; B ; 0S, noncesSeen : NONCE NSET >
msg(encrypt (NONCE . A, pubKey(B)), A, B) if A=/=B/\B=/=1.

= Overhearing can be mimicked by intercepting and sending.
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Analyzing NSPK with Intruders in Maude (1)

eq intruderInit

respSessions : empty,

nonceCtr : 1,

agentsSeen : "Bank" ; "BeagleBoys",
noncesSeen : empty,

encrMsgsSeen : empty > .

= < "Scrooge" : Initiator | initSessions : notInitiated("BeagleBoys"), nonceCtr :
< "Bank" : Responder | respSessions : empty, nonceCtr : 1 >
< "BeagleBoys" : Intruder | initSessions : empty,

1

>

= The Beagle Boys do not know any other agent, except the bank.

= Scrooge wants to contact the Beagle Boys but not the bank.
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Analyzing NSPK with Intruders in Maude (2)

Maude> search [1] intruderInit
=>% C:Configuration
< "Bank" : Responder | respSessions : trustedConnection("Scrooge") SESSIONS > .

Solution 1 (state 130449)
states: 130450 rewrites: 2750762 in 4482ms cpu (4500ms real)
C:Configuration -->
< "BeagleBoys" : Intruder |
initSessions : empty, respSessions : empty, nonceCtr : 1,
agentsSeen : ("Bank" ; "BeagleBoys" ; "Scrooge"),
noncesSeen : (nonce("Bank", 1) nonce("Scrooge", 1)),
encrMsgsSeen : encrypt(nonce("Scrooge",1) . nonce("Bank",1), pubKey("Scrooge")) >
< "Scrooge" : Initiator | initSessions : trustedConnection("BeagleBoys"), nonceCtr : 2 >
SESSIONS --> (empty) .Sessions

= The Beagle Boys successfully fooled the bank and Scrooge!
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Analyzing NSPK with Intruders in Maude (3)

Maude> show path labels 130449 .

send-1
intercept-msg-and-understand S1.M1. A—=1: AIL{Na.A}pxk,
send-1-fake S2.M1. I(A) — B: A.B{NaA}pks
read-i-send-2 S2.M2. B— I(A): B.A{NaNg}px,
intercept-but-not-understand

S1.M2. I— A: /.A.{NA.NB},DKA
send-encrypted
read-2-send-3 S1.M3. A—1: Al { /\/,A-:}/);(/
intercept-msg-and-understand S2.M3. I(A) — B: A.B{Ng}prk,
send-3-fake
read-3

= The corrected protocol (Needham—Schroeder—Lowe)
Message 1. A — B: A.B{Na.A}pk,
Message2. B — A: B.A{Na.Ng.B}pk,
Message 3. A— B: A.B{Ng}rk,
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Analyzing NSPK with Intruders: Discussion

= The attack was first found by Gavin Lowe in 1995 by formal analysis.

= not known for more than 17 years!

= the same attack is found by our Maude analysis.

» The corrected protocol (Needham—Schroeder—Lowe)

Messagel. A— B: A.B{N,.A}pk,
Message2. B— A: B.A{N,.Np.B}pk,
Message3. A— B: A.B{Np}pk,

= Many automated tools for cryptographic protocols developed.
= Tamarin Prover, Scyther, ProVerif, Maude-NPA, -
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Example: Dining Philosophers (Revisited)

= Five philosophers, and five chopsticks on a circular table
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Properties of Concurrent Systems

= Example

= two adjacent philosophers cannot eat at the same time.
= three philosophers cannot eat at the same time.

= [nvariants

= properties of single states
= properties to be satisfied in all reachable states.
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More Properties of Concurrent Systems

= Example

= a philosopher will eventually eat.
= whenever a philosopher is waiting, the philosopher will eat.
= it is always possible that every philosopher thinks in the future.

= Are they invariants?
= if not, why?
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Safety and Liveness Properties

= Safety: nothing bad will happen

= The system should not crash.
= Three philosophers cannot eat at the same time.

= Liveness: something good must happen

= Every packet sent must be received.
= A philosopher will eventually eat.
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Linear Temporal Logic (LTL)

Amir Pnueli

= Logic for specifying linear-time properties
= Propositional LTL extends propositional logic

» Temporal operators: O (always), ¢ (eventually), O (next), U (until)
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Temporal Operators: Always

= Op (always p) is true iff p holds in all states along a path 7
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Temporal Operators: Eventually

= Op (eventually p) is true iff p holds in some state along a path 7
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Temporal Operators: Next

» Op (next p) is true iff p holds in 7(1) (i.e., the next state of 7(0))
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Temporal Operators: Until

= plf q (puntil g)is true iff
= g holds in some state s; (i.e., eventually @), and
= p holds in all states s; for 0 < j </ between sp and s;
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= Philosopher 1 will eventually eat.
Oeating(1)

= Whenever Philosopher 1 is waiting, the philosopher will eat.
O(hungry(1) — <eating(1))
= No more than one thread (total 2 threads) can write a file.
O(—write(1) V —write(2))

= Every request signal must receive an acknowledge signal and the request should stay
asserted until the acknowledge signal is received.

O(req — reqUf ack)
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Consider the following sequence

{p} =0 —=1{pat = {a} = {q} = -

» O(p—<q)  True
= O(g— <Op) False

= O(—qUp) True

= qUp True

» pUU(pAq) False
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Maude LTL Model Checker

= Maude has efficient explicit-state LTL model checker
= Requires finite reachable state space from initial state

= Counterexample if some path does not satisfy a given LTL formula
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LTL Model Checking in Maude (1)

= LTL formulas are declared in the module LTL.

sort Formula .

op ~_ : Formula -> Formula [...] . op O_ : Formula -> Formula [...] .
op _/\_ : Formula Formula -> Formula [comm ...] .

op _\/_ : Formula Formula -> Formula [comm ...] .

op _U_ : Formula Formula -> Formula [...] .

= State labels are declared in the module SATISFACTION.

sorts State Prop .
op _l=_ : State Prop -> Bool [...] .

= The MODEL-CHECKER module includes:
= LTL and SATISFACTION, and
= signature for counterexamples, and the modelCheck operator
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LTL Model Checking in Maude (2)

= Counterexamples are given by terms of the form

counterexample({ti, h }{t2, b} ... {tm, Im}, {tmi1, ms1} ... {tn,ln})

with rule labels h, ..., I, representing the ‘lasso-shape” path:
/1 I2 /m—l /m lm+1 lm+2 ln—l
t14’t24’"'4’m"tm+1*>tm+24’“‘4’tn

“—1

= The modelCheck function runs LTL model checking algorithm

op modelCheck : State Formula ~> ModelCheckResult [...] .
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Example: Dining Philosophers (1)

mod DINING-PHILOS-CHECK is
protecting DINING-PHILOS .
including MODEL-CHECKER .
subsort Conf < State .
ops thinking eating : Nat -> Prop .
op waiting : Nat Nat -> Prop .

vars I J K : Nat .
var REST : Conf

eq p(I,think), REST |= thinking(I) = true .
eq p(I,wait(K)), REST |= waiting(I,K) = true .
eq p(I,eat), REST |= eating(I) = true .
eq REST |= P:Prop = false [owise]

endm
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Example: Dining Philosophers (2)

= Philosophers 1 and 2 cannot eat at the same time

Maude> red modelCheck(initial, []~ (eating(1) /\ eating(2))) .
rewrites: 66470 in 29ms cpu (30ms real) (2247734 rewrites/second)
result Bool: true

= Philosophers 0 and 2 cannot eat at the same time

Maude> red modelCheck(initial, []~ (eating(0) /\ eating(2))) .

rewrites: 1222 in Oms cpu (Oms real) (1309753 rewrites/second)

result ModelCheckResult: counterexample(
{c(0),c(1),c(2),c(3),c(4),p(0,think) ,p(1,think),p(2,think),p(3,think) ,p(4,think), 'wake}
{c(0),c(1),c(2),c(3),c(4),p(0,wait(0)),p(1,think) ,p(2,think),p(3,think),p(4,think),'grabF}
{c(1),c(2),c(3),c(4),p(0,wait (1)) ,p(1,think) ,p(2,think),p(3,think) ,p(4,think), 'grabsS}
{c(2),c(3),c(4),p(0,eat),p(1,think) ,p(2,think),p(3,think),p(4,think), 'wake}
{c(2),c(3),c(4),p(0,eat) ,p(1,wait(0)),p(2,think),p(3,think) ,p(4,think) , 'grabF}

{c(3),c(4),p(0,wait(1)),p(1,eat),p(2,wait(0)),p(3,think),p(4,think), 'grabF}
{c(4),p(0,wait(1)),p(1,eat),p(2,wait(1)),p(3,think),p(4,think), 'stop}
{c(1),c(2),c(4),p(0,wait (1)) ,p(1,think) ,p(2,wait (1)) ,p(3,think),p(4,think), 'grabS}
{c(2),c(4),p(0,eat),p(1,think),p(2,wait(1)),p(3,think),p(4,think), 'grabsS}
{c(4),p(0,eat),p(1,think),p(2,eat),p(3,think) ,p(4,think), 'stop}

00)
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Example: Dining Philosophers (3)

= Philosophers 1 will eventually eat.

Maude> red modelCheck(initial, <> eating(1)) .

rewrites: 420 in Oms cpu (Oms real) (1944444 rewrites/second)

result ModelCheckResult: counterexample(
{c(0),c(1),c(2),c(3),c(4),p(0,think) ,p(1,think),p(2,think),p(3,think) ,p(4,think), 'wake}
{c(0),c(1),c(2),c(3),c(4),p(0,wait(0)),p(1,think),p(2,think) ,p(3,think),p(4,think), 'grabF}
{c(1),c(2),c(3),c(4),p(0,wait(1)),p(1,think),p(2,think),p(3,think) ,p(4,think), 'grabS}
{c(2),c(3),c(4),p(0,eat),p(1,think),p(2,think) ,p(3,think),p(4,think), 'wake}
{c(2),c(3),c(4),p(0,eat),p(1,wait(0)),p(2,think),p(3,think) ,p(4,think), 'grabF}

{c(0),c(1),p(0,wait(0)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,think),'grabF}
{c(1),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,think), 'wake}
{c(1),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'grabS}
{p(0,eat),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'stop}
{c(0),c(1),p(0,think) ,p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'grabF}
{c(1),p(0,think) ,p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait (1)), 'wake}
{c(1),p(0,wait(0)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait (1)), 'grabF}

{p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(1)),deadlock})
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Defining Deadlock as State Proposition

= Proposition enabled is true iff some rule can be applied.

= by equations involving left-hand sides and conditions of rules

= Proposition deadlock is true iff enabled is false.

ops enabled deadlock : -> Prop .

eq p(I,think), REST |= enabled = true
ceq p(I,wait(0)), c(J), REST |= enabled = true if J == I or J == s(I)
ceq p(I,wait(1)), c(J), REST |= enabled = true if J == I or J == s(I)
eq p(I,eat), REST |= enabled = true .

eq REST |= deadlock = not (REST |= enabled)
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Example: Dining Philosophers (4)

= Philosophers 1 will eventually eat, assuming no deadlock.

Maude> red modelCheck(initial, []~ deadlock -> <> eating(1)) .

rewrites: 737 in Oms cpu (Oms real) (19394736 rewrites/second)

result ModelCheckResult: counterexample(
{c(0),c(1),c(2),c(3),c(4),p(0,think) ,p(1,think),p(2,think) ,p(3,think) ,,p(4,think), 'wake}
{c(0),c(1),c(2),c(3),c(4),p(0,wait(0)),p(1,think),p(2,think),p(3,think),p(4,think), 'grabF}
{c(1),¢c(2),c(3),c(4),p(0,wait(1)),p(1,think),p(2,think) ,p(3,think),p(4,think), 'grabS}
{c(2),c(3),c(4),p(0,eat),p(1,think) ,p(2,think),p(3,think) ,p(4,think) , 'wake}

{c(0),c(1),p(0,think) ,p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,think), 'wake}
{c(0),c(1),p(0,wait(0)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,think), 'grabF}
{c(1),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,think), 'wake}
{c(1),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'grabS}

{p(0,eat),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'stop}
{c(0),c(1),p(0,think) ,p(1,wait (1)) ,p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'wake}
{c(0),c(1),p(0,wait(0)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'grabF}
{c(0),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)),'grabsS})

= Philosopher 1 does nothing, while infinitely often able to eat.

= not possible if we assume reasonable scheduler
126



Fairness Assumptions

= Rule out unrealistic infinite behaviors in concurrent systems

= often necessary to establish liveness properties
= often parameterized to specific system entities

= Weak fairness

= if continuously enabled after certain point, infinitely often act.
» OOenabled.action — OO action

= Strong fairness

= if enabled continuously often, infinitely often act.
» OOenabled.action — OO action

= Special case of liveness properties
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Defining Fairness Constraints

= enabled.action(I) for each philosopher I

eq p(I,think), REST |= enabled.wake(I) = true .

ceq p(I,wait(0)), c(J), REST |= enabled.grabF(I) = true if J == I or J == s(I) .
ceq p(I,wait(1)), c(J), REST |= enabled.grabS(I) = true if J == I or J == s(I) .
eq p(I,eat), REST |= enabled.stop(I) = true .

= action(I) for each philosopher I
= but which is not a state proposition
= can be defined as a formula using () operator

eq wake(I) = thinking(I) /\ 0 waiting(I,0) .
eq grabF(I) = waiting(I,0) /\ 0 waiting(I,1) .
eq grabS(I) = waiting(I,1) /\ 0 eating(I) .
eq stop(I) = eating(I) /\ 0 thinking (I) .

= generally, need to record last action taken in state
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Example: Dining Philosophers (5)

= Philosophers 1 will eventually eat, assuming
= no deadlock
= strong fairness of grabS for philosopher 1.

Maude> red modelCheck(initial, (([] ~ deadlock) /\
([1<> enabled.grabS(1) -> [1<> grabS(1))) -> <> eating(1)) .
revrites: 890 in Oms cpu (Oms real) (1797979 rewrites/second)
result ModelCheckResult: counterexample(
{c(0),c(1),c(2),c(3),c(4),p(0,think) ,p(1,think),p(2,think) ,p(3,think),p(4,think), 'wake}

{p(0,eat),p(1,wait(1)),p(2,wait(0)),p(3,eat),p(4,think), 'wake}

{p(0,eat),p(1,wait(1)),p(2,wait(0)),p(3,eat),p(4,wait(0)), 'stop}
{c(3),c(4),p(0,eat),p(1,wait(1)),p(2,wait(0)),p(3,think),p(4,wait(0)), 'wake}
{c(3),c(4),p(0,eat),p(1,wait(1)),p(2,wait(0)),p(3,wait(0)),p(4,wait(0)), 'grabF}
{c(4),p(0,eat) ,p(1,wait(1)),p(2,wait(0)),p(3,wait(1)),p(4,wait(0)),'grabs})

= Philosopher 0 does nothing forever, while continuously enabled.
= need weak fairness of stop for philosopher 0

= same situation can also happen for philosopher 2
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Example: Dining Philosophers (6)

= Philosophers 1 will eventually eat, assuming
= no deadlock
= strong fairness of grab$S for philosopher 1
= weak fairness of stop for philosophers 0 and 2

Maude> red modelCheck(initial, (([] ~ deadlock) /\ (([]<> enabled.grabS(1)) -> [1<> grabs(1)) /\
((<>[] enabled.stop(0)) -> [I1<> stop(0)) /\
((<>[] enabled.stop(2)) -> [1<> stop(2))) -> <> eating(1)) .
rewrites: 4209 in 3ms cpu (5ms real) (1105304 rewrites/second)
result ModelCheckResult: counterexample(
{c(0),c(1),c(2),c(3),c(4),p(0,think) ,p(1,think),p(2,think) ,p(3,think),p(4,think), 'wake}

{c(4),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)),'grabS}

{p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,eat),p(4,wait(0)), 'stop}
{c(3),c(4),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,think),p(4,wait(0)), 'wake}
{c(3),c(4),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(0)),p(4,wait(0)), 'grabF}
{c(3),p(0,wait(1)),p(1,wait(1)),p(2,wait(1)),p(3,wait(1)),p(4,wait(0)), 'grabsS})

= Philosopher 2 does nothing, while infinitely often able to eat
= need strong fairness of grab$S for philosopher 2 130



Example: Dining Philosophers (7)

= Philosophers 1 will eventually eat, assuming
= no deadlock
= weak fairness of wake and grabF for philosopher 1
= strong fairness of grabS for philosophers 0, 1, 2, 3, 4
= weak fairness of stop for philosophers 0 and 2

Maude> red modelCheck(initial, (([] ~ deadlock) /\
((<>[] enabled.wake(1)) -> [1<> wake(1)) /\
((<>[] enabled.grabF(1)) -> [1<> grabF(1)) /\
(([1<> enabled.grabs(0)) -> [I<> grabS(0)) /\
(([1<> enabled.grabS(1)) -> [1<> grabsS(1)) /\
(([1<> enabled.grabs(2)) -> [1<> grabS(2)) /\
(([J<> enabled.grabS(3)) -> []1<> grabS(3)) /\
(([1<> enabled.grabs(4)) -> [1<> grabS(4)) /\
((<>[] enabled.stop(0)) -> [1<> stop(0)) /\
((<>[] enabled.stop(2)) -> [I1<> stop(2))) -> <> eating(1)) .

rewrites: 364 in 136527ms cpu (168454ms real) (2 rewrites/second)

result Bool: true

—
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Example: Dining Philosophers (8)

= Philosopher 1 will eat whenever hungry, assuming
= no deadlock
= strong fairness of grabF for philosopher 1
= strong fairness of grabS for philosophers 0, 1, 2, 3, 4
= weak fairness of stop for philosophers 0 and 2

Maude> red modelCheck(initial, (([] ~ deadlock) /\
(([1<> enabled.grabF(1)) -> [I1<> grabF(1)) /\
(([1<> enabled.grabs(0)) -> [1<> grabS(0)) /\
(([1<> enabled.grabs(1)) -> [I1<> grabS(1)) /\
(([1<> enabled.grabS(2)) -> [1<> grabs(2)) /\
(([1<> enabled.grabs(3)) -> [1<> grabS(3)) /\
(([1<> enabled.grabS(4)) -> [1<> grabsS(4)) /\
((<>[] enabled.stop(0)) -> [1<> stop(0)) /\
((<>[] enabled.stop(2)) -> [1<> stop(2))
) -> [1 (wake(1) -> <> eating(1))) .

rewrites: 122251 in 725655ms cpu (848663ms real) (168 rewrites/second)

result Bool: true

—
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