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Benefits of Unit Testing

>Bug correction cost: 7x cheaper

than system tests
> $937 (unit test) vs $7,136 (system test)

veda
(R
The cost of correcting bugs

during the testing (LA
The cost of comecting bugs M ﬁ - é-«
I I:" .sﬁrllr PRI :.-_'-'.;:: }

Source: B. Boehm and V. Basil, Software Defect Reduction Top 10 List, IEEE Computer, January 2001
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> Bug correction time: 3x fz-

than system testing
>3.25 hours vs 11.5 hours

System Test Field Test Integration Test

i 6 6 o ‘ 6
000 000
000 006

O©e® 000

‘ Time it takes to prepare tests, execute tests, and fix defects

Source: Capers Jones, Applied Software Measurement: Global Analysis of Productivity and Quality
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Pros and Cons of Auto. Test Gen. at
>Pros: No false alarms

System-level| (1/2)

>Cons: Low bug detection power due to large search space

Execution
tree

Explored paths of
a program

Real bug
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Pros and Cons of Auto. Test Gen. at|System-level|(2/2)

Pros
+ Can be easy to generate system TCs due to clear interface specification
+ No false alarm (i.e., no assert violation caused by infeasible execution scenario)

Cons

- Low controllability of each unit

- Large and complex search space to explore in a limited time
- Hard to detect bugs in corner cases

T, Different system tests T, to T, exercise the
same behavior of the target unit
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3 exec. paths

g()

< >
3 exec. paths

h()

27 (= 33) execution paths

< >
3 exec. paths
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Pros and Cons of Auto. Test Gen. at|Unit-level |(1/2)

>Pros: High bug detection power for small search space

>Cons: Many false alarms due to over-approximated context of a unit
[Gross et al., ISSTA12]

[Fraser and Arcuri, ESEJ13] _ .
[Shamshiri et al., ASE15] Main Execution
z S tree

Explored paths
O of each unit
vl
)

Real bug

False alarm
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Pros and Cons of Auto. Test Gen. at|Unit-level |(2/2)

Pros

+ High controllability of a target unit

+ Smaller search space to explore than system testing
+ High effectiveness for detecting corner cases bugs

Cons
- Hard to write down accurate unit test drivers/stubs due to unclear unit specification

- High false/true alarm ratio

Different unit tests T, to T, directly exercise
different behaviors of the target unit, but T,
to T ; exercise infeasible paths

s T — Legend

' A feasible
— .
execution
€ e An infeasible

execution
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Automated Unit Test Generation with Realistic Unit Context

Pros

+ High controllability of a target unit

+ High effectiveness for detecting corner cases bugs
+ Low false alarm ratio

Unit tests T, that exercises an infeasible
T path is filtered out by the unit context
ud

Realistic unit context filters
Differeot it ttestsxitis exgtereise
variousrifeasivilerp atthfs Tss

- Tie

__ Legend
A feasible

execution
Y An infeasible

execution

4—
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ic Testing Example
// Test input a, b, c
void f(int a, int b, int c) { > Random testing
if(a==1){ > Probability of reaching error( ) is extremely low
(b ==2) | > Concolic testing generates the following 4
test cases
i —— %
if (¢ ==3%a +b) { > (0,0,0): initial random input
error(); > Obtained symbolic path formula (SPF) ¢: al=1
} } } } > Next SPF | generated from ¢: !(al=1)
> (1,0,0): a solution of Y (i.e. I(al=1))
. > SPF ¢: a==1 && b!=2
3l= > Next SPF : a==1 && !(b!=2)
:‘,*‘ > (1’2’0)
(0,0,0) > SPF ¢: a==1 && (b==2) && (c!=3*a +b)

> Next SPF : a==1 && (b==2) && !(c!=3*a +b)
. > (1,2,5)
(1,0,0) _ . > Covered all paths and
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Constructing Test Driver/Stubs (1/2)

> CONBRIO automatically generates a unit test driver/stub
functions for unit testing of a target function
> A unit test driver symbolically sets all visible global variables and
parameters of the target function
> The test-generator module replace sub-functions invoked by the
target function with symbolic stub functions

Type Description Code Example
Primitive  Set a corresponding symbolic value int a;
SYM int(a);
Array Set a fixed number of elements int a[3];
SYM int(a[0]); .. SYM int(a[2]);
Structure Set symbolic value to all fields recursively struct _st{int n,struct _st*p}la;
SYM int(a.n);
a.p=&a;
Pointer  Allocate memory whose size is equal to the size of int *a;
a pointee and set symbolic value according to a = malloc(sizeof (int));
: N
pointee type. SYM_int(*a);
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Constructing Test Driver/Stubs (2/2)

|
Concolic Unit Testing

>Example of an automatically generated unit-test driver

01:
02:
03:
04:
05
06:
07
08:
09:
10:

typedef struct Node {
char c;
struct Node “*next;
} Node;
:Node *head;

// Target unit-under-test

:void add last (char wv) {

// add a new node containing v
// to the end of the linked list

}

11
12
13:
14:
15:
16:
17:

:// Test driver for the target unit
:volid test add last () {

char vl;

head = malloc(sizeof (Node)) ; :}-
SYM char (head-c) ;

headonext = NULL;

SYM char (vl); 7}—Set parameter

Set global
variables

18:

add last (v1l):

Unit Test Driver

|
SLIDE 15

Generate symbolic inputs
for global variables and
parameters

v

Call target function
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Limitations of Automated Unit Testing

>High false/true alarm ratio
)\

“This function f() assumes that values of the first
parameter is between 0 and 100 and callers of f()
should never pass a value less than O or greater
than 100 to f() as the first parameter.”

> We need to refine unit test generation technique to reduce false alarms by utilizing
unit context
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False Alarms Caused by Missing Context

X, y, and z are inputs
14:int main(int x, int vy, 1nt z) {
1:// Target funé¢tionlidnd&r>téstreturn b(y,z);
2:int f(int x, 1iftly){
3: int array([517= {1,3,5,7,9};

4: int n, res;|18:int b(int x, int y){
5: // Alarm: AfPay oferfism && x<5)
6: n = array[x?0: return £(x,y);
7: g(&n); 21: else return 0;}

8: 1if ((y % 2)22= 0){

9: // Alarm:Z2Rzray overflow
10: res = arrayfn};
11: 1} 25:
12: return res;|26:void g(int *p) {

27: *p = *p / 2;}
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Unit Testing f without or with of f

Without Contexts of f

Pros: fast exploration of target
unit execution paths

Cons: infeasible target unit
executions

With Contexts of f

Pros: reduced infeasible target
unit executions

Cons: slow exploration of target unit
execution due to large cost of
exploring context functions
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CONBRIO: 2 Main Ideas
> Extended Units

Green: Target function f

: Functions highly relevant to the target

: Functions not relevant to the target
Green + : Extended Unit of f

Concolic Unit Testing

>Symbolic Alarm Filtering

.
My

g
TG Gl S G

SLIDE 20

& : a calling context of a target func. f



| I(AI ST (S:gmgh?:fng Concolic Unit Testing SLIDE 21
Closely relevant

Overview of CONBRIO calling context

CONCcolic unit testing with symBolic alaRm flltering using symbolic calling cOntexts

kg

A program P Sys. TCs

Phasel:
Defining extended units
and calling contexts

S
BChOsc  TRE
e

Sys. TC profile

analysis Extended unit
Phase2: Concolic Y m £ =
unit testing with - ?
an extended unit
? ®

Concolic testing
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Closely relevant

. ComPUtlng calliﬂg_q'mtext
Overview of CONBRIO 3 R
Pha.se.lz s _% é‘!!*’gy‘
Dot *ll"lﬁ> P = gﬁ;‘tﬁ:ﬁa‘i
~— IS¢ T
A program P Sys. TCs Sys. TC profile .*.1:‘.*‘..6%5

analysis Extended unit

L

Concolic testing

Phase3:
Symbolic false
alarm filtering
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Computing Function Relevance based-on System TCs
Calliﬂg&ontext

G J
' N :. I ‘-*A
Phasel: I é‘ﬁ:‘_* ‘ﬂ
S — bl & = — 1
g RChS: T IE
Aprogram P Sys. TCs Sys. TC profile "Eﬂ*ﬂﬂ‘
analysis Extended unit
Function call profile Relevance of £
TC1 TC2 TC3 £ calls g| on other functions
main | main | main cals g (Threshold t =0.6)
v | v P(glf) = TRETE—
2 | = f] - [s(e14) =066
@ 6 _ ITC2, TC3| — 0.66 S(7]1) =0.66
; g ITC1, TC2, TC3| 3(k | €33
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Concolic Testing on Each Extended Unit

Phase2: Concolic *

unit testing with
an extended unit

1 concolic test driver () {
2 set sym. params;
3 set sym. globals;
4 target unit (sym. params);
> ) Buffer overflow NULL Ptr. Deref.
= DIVIDE
BY
ZERO

Div-by-Zero
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Symbolic Alarm Filtering
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Main Research Questions

“ -
RQ1l: How many RQ2: How much
known crash bugs false/true alarm ratio

does CONBRIO detect? does CONBRIO decrease?
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Target Programs Total 15,915 functions
SIR in 15 Programs

ﬁ?rograms \ ﬁ’rograms

GNU Make

o ) | o g
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Trade-off between Bug Detection Ability and Accuracy

Bug Detection Accuracy
< (aiming low false

negative) = positive)

Recall Precision
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CONBRIO Unit Crash Bug Benchmark

~2M commits
2,502 crash fix

SIR _—
, 1A = _
Eonm '21006 000 Q,
’ ) e
spec
1993 Apr. 2017

http://github.com/swtv-kaist/conbrio
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Other Techniques to Compare

Static bound
Symbolic Unit Testing k=3 k=6
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Results: Bug Detection Ability (RQ1)
- 61/67 61/67
(91.0%) (91.0%)| 4 >

60
Eg 51/67 Higher
o (76.1%) is better
S 50
o 41/67
5 (61.2%) 39/67
* 40 (58.2%)

35
O SUT (Baseline) O Static Bound (k=3) 0O Bound=6 [ Bound=9 m CONBRIO

w/ 1t=0.7
CONBRIO spent 4.1 hours on 100 machines
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Results: Bug Detection Accuracy (RQ2)

82.7:1

90 (18.4x)
80

70 1 :
60 ower IS

50 more

40 22.9:1 accurate
30 (5.1x) 14.6:1 115

20 (3.2x) .
0 & 753 <

0 ]

False/True Alarm Ratio

O SUT (Baseline) [OStatic Bound (k=3) Ok=6 0Ok=9 m CONBRIO
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Randoop: 5.9:1
[Gross et al., 2012]

Cutting-edge Accuracy of Unit Testing
Evosuite: 6.3:1

OOP
features
Fraser and Arcuri, 2013 \

UC-KLEE: 5.7:1 }
Ramos and Engler, 2015]

CONBRIO: 4.5:1
w/ 91% of bugs
detected
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Future Work
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N CEO message
ASAH/BS/=S
oF E 2 sw

dynamic SW analysis techniques.
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» Significantly decreased SW testing cost and time. because of automatically
Geperato e llione o et o ot o e b oo ool SV et

V+Lab 1} 3.:.”71\ o4,
SEUE sw A/HAE MEZ7F 2L CHin
contact@vpluslab.kr

V Plus Lab (V+Lab) Inc. is founded by KAIST professors and researchers of
Software Testing_and Verification Group (http-//swiv kaist ac kr), who has
developed automated software testing/debugging technigues and tools with
industries for decades.

Our mission is to support industries to improve SW quality and reliability cost-
cffectively by adopting automated SW testing and debugging tools, which have
following advantages over conventional manual SW testing practice:

» Highly increased SW code coverage and bug detection ability, by testing
all possible corner-case scenarios identified by advanced static and
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KAISTgglRasearch Topic Trends among 1T"MA[67 Topics
(1992-2016)

Program Analysis W Applications W OO0OP3 B Source Code W Modeling
B Requirements Performance Testing W Architecture B Developer
W Metncs 100 -

9.0_

Less papers
per topic

80 +

70 A

60 A

Topic %
3

" | Modeling
4 l I Testing
l Program
Analysis
10 ~ I I

il ||II|||| | D
o I

92 93 94 95 96 97 98 99 00 01 02 O3 04 05 06 O7 08 09 10 11 12 13 14 15 16

G.Mathew et al., Trends in Topics in Software Engineering, IEEE TSE 2018 submission

More papers
per topic
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Foundation of Software Testing

* A pair of requirement spec and
system design spec

7
/"@ ’
.\6\9\62230 0 P
3. execution
Program ———> Test case

e Code that implements the system
specification and satisfies the
requirements

e A pair of test input and expected test
output for the input

Multiple targets for software testing

1. Does the test cases represent the requirement spec correctly?
- Scenario based testing (black-box testing)

2. Isthe design spec implemented as program correctly?
- Model-based testing (grey-box testing)

3. Does the program satisfy test cases correctly?
— Code-based testing (white-box testing)

39
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Hierarchy Of Striictural/graph Coverages

Complete Value
Coverage

cve (SW) Model checking
Complete Path
Coverage Concolic testing
CIIDC
v
Prime Path Coverage
/\’ PPC
All-DU-Paths
Coverage ——
ge-Pair
AD|UP Coverage
Y EPC

All-uses Coverage Complete Round Trip
e = Coverage
ge
‘ Coverage CR.TC
v

All-defs Coverage Elc Simple Round Trip
Vd Coverage
—ABE—— Node
Coverage SRTC

NC
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Related Work on Automated Unit Testing

Bug detection ability FaIse/Tru.e Target

alarm ratio languages
Function input generation Procedural
[PLDI O5][FSE O5][EMSOFT High High or OO
06][TAP 08][ISSTA 08][SEC 15] languages
Method-sequence generation Object-
[ICSE 07] [ICST 10][FSE 11] High Medium oriented
[ICSE 13] languages
Capture system tests to Object-
generate unit tests Low Low oriented
[TSE 09] [STTT Q9][ISSTA 10] languages
High Low

(91.0% of target bugs Procedural
CONBRIO .

in SIR and SPEC2006, (4.5 false alarms languages

per one true alarm)
14 new bugs)
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éﬁ%ﬁls%élarms Caused by

Missing Context

3:

O J o U1 Wb

11:
12:

. |
Concolic Unit Testing

13:// x, y, and z are inputs
14:int main(int x, int vy,
1:// Target funébtionfurder festeturn b(y,z);
2:int f(int x, 16t ¢lge return c(y,z);}
int array([517+ {1,3,5,7,9};

int n, res;

n = array|[x

g(&n) ;

18:int b(int x, 1int y) {
// Alarm: AfPayidvdPfiswx && x < 5)

20
21:

return f£(x,y);
else return 0;}

if ((y % 2)22= 0){
// Alarm:ZRztray everflsew int y) {
res = arra@¢fnfeturn x-y;}

} else res 25h(n) ;

return res;

20:
277 :

void g(int *p) {
*p = *p / 2;}

28:
29:
30:

int h(int x){
return x + 2;}

int z){
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ICSE 2020 Software Engineering in Practice

JI@l  Call for Papers Program Committee

Mark Grechanik Program Co-Chair
University of lllinois at Chicago
Call for Papers -
The Software Engineering in Practice (SEIP) Track is the premier venue for researchers and
practitioners to discuss insights, innovations and solutions to concrete software engineering
problems. After many decades of research, software engineering (SE) technigues and algorithms

are gaining substantial momentum in industry: more companies produce SE-based tools and more
software engineers use previously published ideas in their daily projects. SEIP provides a unique

forum for networking, exchanging ideas, fostering innovations, and forging long-term collaborations E Mathieu Acher

Moonzoo Kim  Program Co-Chair
KAIST / V+Lab
South Korea

. . . . . . . . Programme Committee
to address SE research that impacts directly on practice. SEIP will gather highly-qualified industrial
and research participants that are eager to communicate and share common interests in software
engineering. The track will be composed of invited speeches, paper presentations, reviewed talks,

interactive sessions with a strong focus on software practice. Toshiaki AokiProgramme Commitiee

JAIST

Japan




