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“All companies are now software companies”
O|X| 2& 7| 0| sw7|0|L},
Newsweek, The Top Tech Trends for 2015, 2015.1.3

1,000,000 more jobs than students by 2020

$500 billion
opportunity
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1.
2. Leaning new things quickly

3. Ability to analyze and interpret data
4. Teamwork skills
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Problem solving skills

Oral communication skills

. Motivation
. Innovative Thinking
. Being a self-starter

Written communication skills

0. Job-specific computer skills
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Electricity
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"“Computer Programming is a Dying Art"(1/4)

(Source: Newsweek, by Kevin Maney, 2014)

 Mama, don’t let your babies grow up

to be programmers. It’s a dying art.
http://www.newsweek.com/2014/06
/06/computer-programming-dying-
art-252618.html

SoC, KAIST 13


http://www.newsweek.com/2014/06/06/computer-programming-dying-art-252618.html

"“Computer Programming is a Dying Art"(2/4)

* “There is definitely a need for people to learn kind of a
computer science way of thinking about problems, but not
necessarily the language du jour, sa}ys Erik Brynjolfsson, a
professor at the MIT Sloan School of Management

* Irving Wladawsky-Berger, formerly of IBM and now at New
York University, "We should definitely teach design. This is not
coding, or even programming. It requires the ability to think
about the problem, organize the approach, know how to use
design tools.”

 But, in 2030, when today’s 10-year-olds are in the job market,
they'll need to be creative, problem-solving design thinkers
who can teach a machine how to do things.

SoC, KAIST 14


http://blog.codeeval.com/codeevalblog/2014#.U3pFdlhdWLE
http://www.secondmachineage.com/?COLLCC=1752302305&
http://www.irvingwb.com/

"“Computer Programming iIs a Dying
Art"(3/4)

 IBM Research chief John Kelly likes to say we're at the dawn
of an era of brain-inspired cognitive computers—and the
beginning of the end of the 60-year reign of programmable
computers that required us to tell them what to do step by
step.

« The next generation of computers will learn from their
Interactions with data and people.

* In another decade or so, we won't program computers—we'll
teach them (Z[Z22| YL}1O] B2 &)




"‘Computer Programming is a Dying Art"(4/4)

 MUSE(Mining and Understanding Software Enclaves)

* http://www.darpa.mil/program/mining-and-understanding-
software-enclaves

« The MUSE program is interested in close and continued
collaboration of experts from a range of fields, including but
not limited to: programming languages, program analysis,
theorem proving and verification, testing, compilers, software
engineering, machine learning, databases, statisticians,
systems and a multitude of application domains. The
program intends to emphasize creating and leveraging open
source technology.

SoC, KAIST 16


http://www.darpa.mil/program/mining-and-understanding-software-enclaves

A New SW Development Paradigm?:

MUSE

Source

Paradigm shift. replace costly and laborious test/debug/
validate cycle with “always on"” program analysis, mining,
inspection, & discovery

-

Graph Database and
Mining Engine

Analytics

~

Query:

’ . Inspection
. I AN Source Binary
: AR ecking 3 . OR o "
Generation B, NN " 03 and Repair = | = 00\,\202
Program An . oG
alysis, Theo RN CAET o N T
rem Provin i Lo ™ .
g, Testing S Y .
P [ PR .2 Learning and Program that satisfies X:
B o \ Synthesis f(oy) ° g(B,) ° h(hs)
[ F Y :'. v .}\42
. M

“Synthesize a program that does X"
SoC, KAIST
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SW Categorization by Jan Bosch

 What is/will be (traditional) SE for?
Categories Characteristics

Innovation Creative, New market
------------ Traditional SE?
Differentiation Value-added, Time-to-Market
------------------- Traditional SE?
Commodity Open-Source
Traditional SE?

SoC, KAIST 18
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SEQ| &F=A Visibility:
# of Papers with First Author = Korean

« Journals/
Top conferences 2015 2016
—_m_m

1/66 1 0 1/92 1 0

IST 2/158 2 0 0/135 0 0

JSS 5/203 3 2 8/248 5 3

ICSE 1/84 1 0 0/96 0 0

FSE 1/73 0 1 2/76 0 2

ASE 4/55 2 2 2/72 1 1

Total 13/639 8 5 13/669 7 6
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SEQ| &F=A Visibility:
# of Papers with First Author = Korean

* ISSTA2016: 0/37

« RE20176: 0/44

« MODELS 2016: 0/38

« ICSME2016: 0/38

« APSEC2016: 3/45
 ISSRE2016: 2/45 (SE 2)



JSS Publication Analysis (2006 — 2016)

JSS
==JSS SE ==OTHERS TOTAL

300

250

200

150

100

50 é
0 === e
2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 totsaéls()BZ,
=JSS SE 3 1 2 2 6 3 3 3 1 3 5 32
==OTHERS 4 3 8 15 8 5 4 2 2 2 3 56
TOTAL 180 189 200 185 226 213 234 232 216 203 248
SoC, KAIST
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Abstract

Architecture design is the key activity in developing high
quality software systems. It becomes even more important
for constructing modern software systems with emerging
IT trends such as machine learning and digital technology
platform.

In this lecture, the speaker shares the 7 lessons learned
from his experience of designing modern systems
architecture. Such systems typically embed high functional
complexity and challenging non-functional requirements.
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Lesson 1

Architecture Design is the key success factor
for developing modern software systems.
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Lesson 2

Architecture Design Process and Template
are essential for constructing
high-quality Architecture Descriptions.
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Lesson 3

Architecture Styles can be
Systematically Selected and Integrated.
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Lesson 4

View-specific Design the Glue
for Integrating Everything.
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Lesson 5

Architecture Design for
Non-Function Requirement (NFR)
an be systematically performed.
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Lesson 6

Traceability Enforcement among AD Artifacts
is an Effective Architecture Validation.
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Lesson 7

Architectural BOK is more important than
Project Experiences
for Professional Architects.
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« 7§ 3 Verification, Validation, Review, Test
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7| 2 Verification, Validation, Review, Test

System Requirement

Validation

Specification

Verification

System Architectural

System Test

Validation

System Integration

Design

“‘Are we building th
product rig

A\

SW Requirement

Test

“Are we building t
right product ?”

e

SW System Test

ht ?
—/

Specification

HW Design

SW Architectural

Des)gn phase Verification

Design

SW Integration Test

SW Detailed Design

Implementation
By,

Component) Test
Test pha ;( potert

Verification
v
A

+ Design phase verification is the evaluation of
the work products, such as requirement
specification, architectural design, models, or
software code, thus ensuring that they comply
with previously established requirements
for correctness, completeness and consistency

Evaluation can be performed by review,
simulation or analysis techniques

The evaluation is planned, specified, executed
and documented in a systematic manner

Host PC

Target board Target

 Test phase verification is the
evaluation of the work products
within a test environment to ensure
that they comply with their
requirements

The tests are planned, specified,
executed, evaluated and
documented in a systematic manner

Copyright © 2017 Byoungju Choi, EWHA Womans University



11 T I
24E 5BE
||
Software Engineering,
Software Test Techniques 1IS026262 (Road Vehicle - Functional
) , safety:2011)
IEEE/ISO/DOD "Standards + 1S0 26262-1 0 9 (2011.11.15) , 1SO 26262-10
SW V&V Process (201281)
SPICE (ISO/IEC 15504: Software Process
Improvement and Capability dEtermination), 1998
* ISO/IEC15504-5:2006 ->ASPICE v3.0, 2015-
07-16, RELEASED, Public ISO/IEC/IEEE 29119 Software and systems
I engineering -- Software testing
CMMI(Capability Maturity Model Integration) * Part 1 to 3(2013) -> Part 4(2015) > Part
« 2000 CMMI v1.0 * replaces BS7925-1, BS7925-2, IEEE829

IEEE/ISO/DOD
“Standards”
SW V&YV Process

Embedded SW
V&V Process

Software Engineering Techniques »

Functional Safety

Risk based SW
V&V
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1991 MIM-104 Patriot Missile Failure
due to “..rounding error”’

6 1996 Explosion of Ariane 5
due to “..conversion of a 64 bit integer into a 16 bit signed integer lead to an overflow...”

© 1998 Loss of Mars Climate Orbiter
due to ’..mix-up between pounds and kilogram...”

? 1999 USS Yorktown dead in the water
due to ’..input and Division by 0. , X /0 = undefined...”

EX]) http.//discussworldthing.blogspot kr/2012/01/software-bugs-causing-catastrophic.htm/
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The state of being “Safe”

[ IEC61508 ] “Freedom from unacceptable risk”
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SW QtHd(Safety)1t &% (Quality)

(
SW Safety is not only about reducing error rates
Dr. Michael F. Siok, PE, ESEP
Lockheed Martin Aeronautics Company
\.

[ Safety ] [ Quality ]

: Mandatory Requirements : Can be Business Issue

Volkswagen plant in Germany ]

[ Robot kills man at

£ 1) htto.;/m.motorgraph.com/news/articleView.html?idxno=7030
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“The quality of a software system is governed by
the quality of the process used to develop and evolve it.”

— Watts Humphrey
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ISO 26262

1. Vocabulary

2. Management of Functional Safety

|2.5 Overall safety management

2.6 Safety management during the concept phase and
the product development

2.7 Safety management after the item’s
release for production

3. Concept Phase

| 3.5 Item definition

4. Product development at the system level

3.6 Initiation of safety lifecycle

4-5 Initiation of product
development at system level

3.7 Hazard analysis and risk
assessment

4-6 Specification of technical
safety concept

[ 4-7 System design

| 4-11 Product release

|4—1O Functional safety assessment

[ 4-9 Safety validation

[ 4-8 Item integration and testing |

3.8 Functional safety concept

5. Product'development at the
Hardware Level

5-5 Initiation of product
development ‘at hardware level

5-6 Specification of hardware
safety requirements

5-7 Hardware design

5-8 Hardware architectural
constraints

5-9 Assessment criteria for
probability of violation of
safety goals

testing

5-10 Hardware Integration and

6. Productidevelopment at the

Software level

6.5 tritiation of product
development at software
level

6.6 Specification of software
safety requirements

6.7 Software architecture design

6.8 Software unit design and
implementation

6.9 Software unit testing

6.10 Software integration and

testing
O. 1T Vermcaton O SOwdre
safety

reguirements

ifmPRroduction and operation

I /-5Production |

7-6 Operation, service and
decommissioning

8. Supporting Process

8.5 Interfaces within distributed developments

8.10 Documentation

8.6 Overall management of safety requirements

8.11 Qualification of software tools

8.7Configuration management

8.12 Qualification of software components

8.8 Change management

8.13 Qualification of hardware components

8.9 Verification

8.14 Proven in use argumentation

9. ASIL oriented and

safety-oriented analysis

9-5 ASIL decomposition

9-7 Analysis of dependent failures

9.6Criteria for coexistence of elements

9-8 Safety Analysis

10. Guidance on ISO 26262 (Informative)

18
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F=7|(Safety Lifecycle)

A 4

7-6

Operation
planning

7-5

Production
planning

19

A 4

After

Concept phase

3-5 Item definition b bbbl
3.6 Initiation of the :
safety lifecycle |
I
I
3.7 | Hazard analysisand | _______________ :
risk assessment | !
v | :
3.8 Functional safety [ : !
Concept ! ! i
___________________ L________q._________:
A 4 : : |
4 | Product development | ! :
system level Fo---- Yoo e X |- A
| Allocation to | i
5 IHWI 6 ISWI | other i E Conz‘ro//ab/'//'zj/i | nb;);;i://?ﬁe/ s
— — | technologies | ¥
4-9 Safety validation |~ 7777TTTTT7C s LTt
4-10 Functional Safety
assessment
v
411 Release
for production
e B e T
7-5 Production In the case of a
modification,
5 t* T back to the appropriate
7.6 peration, service lifecycle phase

decommissioning

SSAR c Software Safety Assurance Research Center
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A-SPICE2| PRM(Process Reference Model)

Acquisition Process
Group (ACQ)

ACQ4
Supplier Monitoring

System Engineering Process Group (SYS)

MAN.3

Project Management

SYS.2 SYS.5

System Requirements System Qualification
Analysis Test

SYS.3 SYS.4

System Architectural System Integration
Design and Integration Test

Software Engineering Process Group (SWE)

SWE.1 SWE.6

Software Requirements Software Qualification
Analysis Test

SWE.2 SWE.5

Software Architectural Software Integration
Design and Integration Test

SWE.3 SWE.4

Software Detailed Design Software Unit
and Unit Construction Verification

Supply Process
Group (SPL)

Supporting Process Group (SUP)

SUP.1
Quality Assurance

SUP.8 SUP.9 SUP.10

Configuration Problem Resolution Change Request
Management Management Management

Primary Life Cycle Processes Supporting Life Cycle Processes _

20
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CMMI(Capability Maturity Model Integration)

Level Focus Process Areas
5 Optimizin Continuous Process | - Organizational Performance Management
P 9 Improvement - Causal Analysis and Resolution
4 Quantitatively Quantitative - Organizational Process Performance
Managed Management - Quantitative Project Management

- Organizational Process Focus
- Organizational Process Definition
- Organizational Training
- Risk Management
- Requirements Development
3 Defined Process - Technical Solution
Standardization :
- Product Integration
- Verification
- Validation
- Integrated Project Management
- Decision Analysis and Resolution

- Requirements Management

- Project Planning

- Project Monitoring and Control

- Supplier Agreement Management (N/A)
- Measurement and Analysis

- Process and Product Quality Assurance
- Configuration Management

Basic Project

2 Managed Management

2 1 SSAR c Software Safety Assurance Research Center






At 9191 R (Accident Causality Model)

.|

= Accident (or An unplanned event or sequence of events which mishap)
* Results in human death or injury, damage to property, or to the environment.

Accident

#.% REUTERS

@ -

Cause Flammable  Oxygen Ignition
Materials

Causal/Hazardous Condition

2 3 SSAR c Software Safety Assurance Research Center



Hazard &

= Harm : Physical Injury or damage to the health of people

= Hazard : Potential source of Harm

“Investigating an accident before it happens”

vy

Tank
Operated
at High
Pressure
(28
Moisture
gets s C Tank Metal
» Corrodes >
Into Al Weakened
Tank (=)
24

and

Tank

Ruptures
(T E)

Fragments

"| Projected

Equipment
Damaged

Personnel
Injured
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=82 Hazard

[ 1ISO 26262 M & 7

Jtset 71se¢H 4 7|8

[ -

2444 4

Preliminary Hazard List(PHL)
Preliminary Hazard Analysis(PHA)

H;_.zi.,rd * Hazard and Operability Studies(HAZOP)
= « Fault(or Functional) Hazard Analysis(FHA)
APE M
Ir-II;zaErdﬁl « System Hazard Analysis(SHA)
= » Subsystem Hazard Analysis(SSHA)
* Failure Mode and Effect Analysis(FMEA)
* Fault Tree Analysis(FTA)
» Event Tree Analysis(ETA)
oM 24 + Energy Trace and Barrier Analysis(ETBA)
Hazard + Sneak Circuit Analysis(SCA)
=4 « Software Hazard Analysis(SWHA)
» Common Cause Failure Analysis(CCFA)
« Cause and Effect Analysis(CEA)
/ Cause Consequence Analysis(CCA)
=&/84 : .
%/7? » Operating & Support Hazard Analysis
=

Hazard 24

(O&SHA)

25

FMEA
(Failure Mode and Effect Analysis)

FTA
(Fault Tree Analysis)

HAZOP
(Hazard and Operability)
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STPA(System Theoretic Process Analysis)

= MITS| STAMP ZEof 7|4t
HMH A AHH Z2ENAE
A" O| 20| 2} At ¢
Unsafe Control ActionS £}

STPA

STAMP

26

Control
Actions

azard &A1 diH

Controller

Model
of Process

Actuator

Human
Operator

.| Controlled

A

Feedback

Sensors

Process
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DNA

Safety is the sum of repeated efforts day in and day out

ch Center

Researt
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Q&A

“It 1s not enough to see a particular structure underlying a particular
problem....This can lead to solving a problem, but it will not change the
thinking that produced the problem in the first place” — P. M. Senge 1990

3 5 SSAR c Software Safety Assurance Research Center
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LTL, Linear Temporal Logic ke | wiaem
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LTL, Linear Temporal Logic

. B8 M = (AP,S,R,S,, L)

- AP Is the set of atomic propositions.

- S is the set of states.
- R €85 xS is the transition relation.
- Sy € S is the set of Initial states.
- L:S - 247 is the labeling function.
. 24P is the power set of AP
- L(s) € AP forallsesS

AR

- T = 505152 SHEHIES HE

KGU

Foloeta



LTL, Linear Temporal Logic ke | wiaem
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LTL _Il_ |E_|E_'I 7&!*"% KGU | 37ii%tm
- Satisfiability checking
- Model checking

- Realizability checking



LTL 3

input output —
variable variable mission
X tasks

1. Specification ¢

2. Realizable
checking

3. Model M

I(GI:LI R ]



LTL =78 =4l

1. Specification P = QP
- GR(1), a fragment of LTL, ,

. assumptions
- Assumption-Guarantee style about

environment
2. Realizable Checking as a Game
- 2-player game
- ST E= S0 Hiofl O|7|™ realizable

3. Synthesized Model

- Moore machine (or Transducer)
* M — (Q;X;Y;CIO;5;V)

KGU | 37102

— Ps

desired
system
behavior
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) 32l 84
1, 0T and Introduction to Software Engineering/ 2 Sociotechnical Systems/ 3, Software Processes/ 4 Agile

el et Software Development,/ 5 Requirement Engineering/ 6 Object Modeling Technique/ 7, System
_(2[_)16] Modeling /8 Architectural Design/ 9 Design and Implementation with OS3/ 10, Software Testing/ 11, Project

Management/ 12 Project Estimation/ 13, Software Process Assessment and Improvement with CMMI and SPICE/
14, Wrap up and Project Demo

e
(2016)

1, Orientation/ 2 Software Requirement & Data Modeling/ 3. Software Requirement & Data Modeling/
4 Object—Oriented Analysis & Design/ 5, Object—Oriented Analysis & Design/ 6, Clean Code/ 7, Software
Quality/ 8. SW7l 2t sl 2{c}e] 2] WS}/ 9 Agile Software Development/ 10 Agile ¥4l 2] ¥ =2 Al e/ 11 Agile
Wale] 'l EeAEE/ 12 Agile WA 2] §] ZedAE

KAIST
(2016)

1 Intro/ 2, Intro,to SE/ 3, Necessity of clear technical communication, Propositional logic/ 4 Tutorial for
1st order logic/ 5, First order logic/ 6, SE, Software process structure/ 7, Process models, Agile Development/
& Unified Modeling Language,/ 9 Design Concepts/ 10 _Hints for desigining Safehome system, Architectural
design/ 11 Component—level design/ 12 Product Metrics/ 13 Testing overview/ 14 Testing Conventional
Applications, Category partitioning—mmethods as a black box testing technigque/ 15 White—box testing/
16, White—box testing

A A St
(2015)

1,07/ 2, = gel goje} oy 3 Lxegol PPTo) 24/ 4 Z2M= B/ s m=AE AT H B
6. Z2AE A2 W FA 1T/ 7 T A HE 2 wel/ 8 AR A 2 phel/ o 84 S =t A=
e/ 1084 e oY, P/ 1 A AR SRS Aas e Weehs M/ 12, Sl e] 1e)/ 13 Seura
H 2=} sfo]Euts Bl A/ 14,55 Ses Be/AA @ B4/ 15, 94 we)

st sk
(2015)

1 Introduction/ 2 Software process and process improvement/ 3. Project management and managing people/
4 Software cost estimation and metrics/ 5.Quality management and configuration management,/
6. Requirements engineering/ 7.Requirements engineering/ 8.System models/ 9 Architectural design/
10, Object—oriented design and UML/ 11 UML/ 12 Real—time software design/ 13, Testing and quality
assurance/ 14 Testing and quality assurance/ 15 Verification and validation/ 16, Wrap up and project demo
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28 el 8 (LA
https://www_cs cmu, edu/~ckaestne/15313/2016/index_ html
CMU 1.Git and GitHub/ 2 Measuring Software Characteristics / 3 Software Requirements/ 4 Requirements
(2016) Interviews/ 5, Architectural Assessment and Decisions/ 6, Let's Create a Startup!/ 7, Midterm review/ 8_Static
15—313 Analysis (FindBugs)/ 9, Dynamic Analysis(ASM)/ 10, QA Plan/ 11 _Agile methods/ 12 Process comparison/ 13, No
recitation/ 14, Team dysfunctions
http://www,cs. cmu, edu/~aldrich/courses/15—413/
Carry out an open source software development project for a real client
Practice software engineering processes and techniques
MU 1. Intro/ 2 Process/ 3, 08S—process/ 4, Process—at—github/ 5, Architecture/ 6. QA topic overview (inspection,
(2014) test_mg_ f.statm analysis)
15413 Project list _
http://www_cs cmu, edu/~schmerl/courses/15—413/projects, html
http://www,_ cs, cmu, edu/~charlie/courses/15—413/2016—spring/index_html
15, 16, 179 Zr== A - = 9lont,
ZLANSE Z3e] Y8 ¢S, Prof, Charlie Garrod
CMU
(2016) http://mse isri cmu, edu/software—engineering/documents/syllabi/17—624—mll—opensourcesw, pdf
17—624 Open Source Software Development: Software Engineering Master program

(ch =)
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UIUC
(2016)
CS427

https://wiki.illinois, edu/wiki/display/cs427fal6/Schedule

1, Introduction/K Framework / 2 Bug Reporting/Software Configuration Management (Version Control)/
3.Testingl/Software Configuration Management (Build)/ 4 Software Configuration Management (Change
Control)/Testing 2 / 5,Core XP Practices CATME /More XP: Planning /Game/ 6 Testing3/Testing4/
7.Refactoring/Scaling Engineering/ 8. Code Smells/Reverse Engineering/ 9. Metrics/Project Team Icebreaker/
10, Requirements and Risks/ 11, Metrics/Testing5/ 12, Program Transformation/Regression Test Selection/
13, Components and Reuse/ 14 Design patterns(1,2)/ 15 Design patterns(3)/Testing Mistakes

UT Austin
(2016)
Cs373

http://www, cs, utexas, edu/users/downing/cs373/

It is also strongly focused on using tools to improve the quality of software development, including:

1. VM development with Docker/ 2, Automated builds with make source control with git and GitHub/ 3, Issue
tracking with GitHub/ 4, Compiling with python 3,52 / 5 Code static analysis with pylint / 6, Unit testing
with unittest/ 7 _Code coverage with coverage [/ 8 Code profiling with cProfile / 9 Documentation with pydoc
/ 10, Automated formatting with autopep8/ 11, Continuous integration with Travis CI/ 12, Using the NumPy

UC Berkeley
(2015)
CS169

https://sites, google com/site/ucbes169fal5/lectures

1. Introduction/ 2 Web Apps/HTML/CSS/ 3 Model—View—Controller/ 4 Software Processes/ 5 Finish
Processes. Requirements and Specifications/ 6. UML/ 7 _Advanced Version Control with git/ 8 Unit Testing/
9. Test—Driven Development/ 10, Test Doubles/ 11, Design for Testability/ 12, Code Coverage Analysis/ 13 Delta
Debugging/ 14_Deploying Web Services
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